Using Bluetooth Devices as an Additional Security Measure in Linux

BlueProximity is a program that can be added to your Linux system to have your system
perform actions automatically when a bluetooth device is in or out of range. BlueProximity does
this by monitoring a paired bluetooth device and performing a set of actions when the device is
no longer available.

Disclaimer it is possible to spoof Bluetooth addresses so this is not a foolproof system. It can
be useful as part of a defense in depth strategy.

To use BlueProximity you'll need the following

e Bluetooth adapter either built into your machine or a USB device. DealExtreme has a
USB Bluetooth adapter that works really well with Linux that costs about less than $2.00
shipped

e Bluetooth device. Lots of people will select their phones. Keep in mind that cheap
Bluetooth headsets can also work quite well for this purpose and they won't drain the
battery on your phone

e Bluetooth stack/management software installed on your computer - if you install
BlueProximity with your package manager on your system this should be installed along
with the BlueProximity software

e BlueProximity software - Installed through your computer’s software manager

Getting Started

First you will need to pair your bluetooth device with your Linux computer. This is usually done
through one of the following progras bluemon, bluedevil or gnome-bluetooth. After the device is
paired you can go to the blueproximity icon which should be displayed on your toolbar and start
configuring it. All you have to do initially is select a bluetooth device to monitor and accept the
defaults. By default the system will lock the screen when you are typically more than 25 feet
away and unlock when you get closer than that.

A quick change to get the system to kill all of your ssh connections change the line for the
locking command from “gnome-screensaver-command -I” to “gnome-screensaver-command -
&& killall ssh”. You can chain commands together with “&&” to have the lock/unlock actions do
multiple commands for you.

Potential Uses
Out of the box Blueproximity will automatically lock your computer’s screen when your bluetooth
device is unavailable. Don't worry you can always enter your password to unlock the screen

saver.

Ideally you can have it perform actions like the following as well



unmount encrypted filesystems so they are not available on the system
kill your dropbox session

portknock a remote system to let it know you are locking your system
run a program like wipe on sensitive files

kill ssh connections to remote machines

almost anything else you can think of :-)

Couple of Quick Tips

e Do not set the lockout duration to O there will be occasional hiccups in the bluetooth
communication and this will help prevent you from hitting random locks

e If you right-click on the BlueProximity icon you can select pause which can be helpful
when playing around with the settings

e To have the system do multiple tasks you can either use && or ; between the commands
to have the locking/unlocking actions perform multiple tasks

e To have the system do more complex tasks replace the commands in the Action
commands section with scripts. That way you can do multiple tasks easily

e Make sure the device is paired with your computer before you use it. If you don’t do this
you might hit random locks as the bluetooth device might not stay available if not paired

Links

Deal Extreme - Incredibly Cheap USB Bluetooth adapters that work well with Linux
http://www.dealextreme.com/p/super-mini-bluetooth-2-0-adapter-dongle-vista-compatible-11866
BlueProximity Homepage - http://blueproximity.sourceforge.net/ - not usually needed as most
distributions offer BlueProximity through their package repositories

Bluemon Homepage - http://www.matthew.ath.cx/projects/bluemon/ - is not graphical but is
more powerful in some ways as it can be setup to do multiple items easily

BTProximity - http://www.daveamenta.com/products/btproximity/ - Similar program for Microsoft
Windows Vista/7

Proximity - http://code.google.com/p/reduxcomputing-proximity/ - Similar program for Mac OS X
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